How to set up AP in WizFi210

1. F/W upgrade to 1.1.0.0(W)
—~>How to upgrade F/W?

A. Open WIZSmartScript
(Code : WizFi-Code and Key : ODVE-NJLG-QKE4-QUQO-MZFB-MEVE)

- WIZSmartScript - (c)2010 WIZnet, All Rights Reserved -

- - e
Rl Rl Rl

Model | WizFiZ10 =
Group | &. Basic - ||R
Script | 1. Module Information Microsoft Windows [ &. 1. 7601]

Copyright (c) 2009 Microsoft Corporation. All rights resex

| Start Script

C:\Users'Mark Yu'Desktop\WIZnet\WIZFIZ10%4. WIZSmartScript

| Flash rite | C:\Users\Mark Yu\Desktop\WIZnet\WIZFIZ1p\4. WIZSmartScript
| Factary Default |
| Module Yersion |
| Basic Test |
COM - | 551D =
Baud| 115200 - | KEY >
IP -
Gateway -

Connection N | [ ) [ TT— L4

- V| Clear Consale[when Script Start) V Auta Seroll
MAC = || ClearHistory | | Clear Conzole | Exit

B. Setting COM port

- WIZSmartScript - (c)2010 WIZnet, All Rights Reserved - x
Frd- (- roti
R * R = Rt
Model | WizFi210 -
Group | &. Basic - ||R
Seipt | 1. Module Information - Microsoft Windows [ &. 1. 7601]
Coprright (c) 2009 Microsoft Corporation. All rights reses
| Start Script |
C:\Users'Mark Yu'Desktop\WIZnet\WIZFIZ10'4. WIZSmartScript
| Flazh ‘rite | C:\Users\Mark Yu'\Desktop\WIZnet\WIZFI210'4. WIZSmartScript
| Factory Default |
| Module Wersion |
| Basic Test |
com |4 = D =
Baud l EY -
Gateway -
Connection | [ TR 4
= ¥ Clear Conzolelwhen Script Start] V' Auto Scroll
MALC + || ClearHistary | | Clear Console | Exit
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C. Choose A.Basic and 1.Module Information and Click “Start Script”
button,Check F/W version

ﬁ';ff\*!]ZSmartScript - (c)2010 WIZnet, All Rights Reserved. - 8 X

Madel | WizFiz10 ~

Group | &. Basic - ||R

Script - =

cript | 1. Module Information - STTETE TTeREa
Start Seipt GEPS VERSION=2.2.4
WLAN VERSION=2.0.21
+NMAC=?

w | 00:08:dc:17:3f.c2

Factary Default

| AT+NMAC2=7
| Module Version 00:08:dc:17:31:.c2
—
| Basic Test ;Iiz-lem 7
| |[Lao2 — | F/W version (1.0.0.2)
Com |2 - | 551D -
Baud| 115200 - | KEY -
IF -
G ateveay -
Connection -
- V| Clear Consolelvw'hen Script Start] V| Autn Serall
MaC - Clear History | | ClarConsoe | | Exit |

PS: If the F/W version of WizFi210is 1.1.0.0(W), user did not need to
download one more time. Ignore step 1(D to L)

D. Power OFF
E. SW1 change to PROG mode(EVB)

Old version EVB:

(16) Interface RS232¢
GPIO10

Alarm

Mini USB

WizFi210 Module

p Antenna

SW1 (select PROG)

Reset DC IN/Battery

DC 6V Run/Program Mode
Figure 9. Interface

Copyright © 2011 WIiZnet H.K. Ltd. All rights reserved.



New version EVB:

Antenna
RS232c DC 5V Alarm

MiniUSB WizFi210 Module

LRI B

[
O0O8XCITERSS

Reserved Button

b Command/Data Mode
Reset (GPIO21)

Run/Program Mode

SW4 (select PROG)

F. Power ON

G. Choose U.JIG(User) and 2.Flash Write(WLAN,APP,Clear) and Click
“Start Script” button

f&’f WIZSmartScript - (c)2010 WIZnet, All Rights Reserved. - x

OK

Madel | WizFi210 i
Group U JIG[zer] - (B
Script | 2. Flash WiitefWLAN, 4PP,C - E:U;ese\h;artt;’duﬂeshop\WZmﬁWZme. WIZSmartScript(1.1.0. «
Start Seript Erased WF ]
: J Programming WLAN Flash (WF) with file \\appPWFilsWWFVW . bin
‘ Flash Wite ‘ C\Users\Mark Yu\DesktopWWZnetWIZFI2100. WIEZSmartScript(1.1.0.
‘ Factary Default ‘ Writing the APP firmware.
‘ Mol ersion ‘ C:\U:ersw.?artt:dmﬂeshnpNWIZneﬂWIZme. WIZSmartScript(1.1.0.
—= Erage &
Erased AFQ!
Programming APP Flash 1 (&F1} with file WAppFWFilsW\e2w-app2.bin
Programming APP Flagh 0 (AF0) with file WAppPWFileWs2w-app1.bin
CoM |2 ~ | 851D &
Baud| 115200 - | KEY ~ ||C\WUsersiMark ¥ uiDesktopWWIZnetWIZFE210W4. WIZSmartSeript(1.1.0.
. | Writing the firmware is completed.
IP Change the switch to the Run Mode and reset the module
Gateway - =
Conmection B | ) T— L
. ¥ Clear Consolefwhen Script Start) V' Auto Scroll
AT - | Clear Histary | | Clear Conzole | | E xit
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H. Power OFF after finished.

I. SW1 change to RUN mode(EVB)
Old version EVB:

(16) Interface RS232¢
GPIO10

Alarm

Mini USB

WizFi210 Module

WS

p Antenna

$W1 (select RUN)

Reset ; DC IN/Battery
DC &V Run/Program Mode
Figure 9. Interface

New version EVB:

Antenna
RS232c DC 5V Alarm
4 ) MiniUSB WizFi210 Module

~

ST R EI
0008X1TERSE |

ass 3

: Reserved Button Coun P
Reset (GPIO21) Run/Program Mode

SW4 (select RUN)

J. Power ON
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K. Open Mini terminal and input AT command

“AT+NMAC=00:08:dc:xx:xx:xx”.
Setup M

- Settings I

Port [ EETE— - |
Baud rate I 115200 j'
Data bits I8 j'
Stop bits I‘I j'
Parity I Hone j'
Flow contral I Naone j'

| oK I Cancel |

@l 1ini Term
File (B Configure (©) Transfer @ Help &)

S B | )

AT
nT+NMAC=00:08:DC:11:22:33
[OK]

<= »

Connected ‘ 115200, &-None-1, None | Capture : OFF | @rx@Tx

L. Choose A.Basic and 1.Module Information and Click “Start Script”
button,Check MAC address and F/W version

%W]ZSmar‘tScript - (c)2010 WIZnet, All Rights Reserved. - = X
Model | WizFi210 -
Group | &. Basic =
Scrpt i . WER=7
cipt | 1. Module Information PP VERSION=23.1
I Start Seript | GEPS VERSION=2.3.1
g WLAN VERSION=2.0.27
| Flash ‘write AT+NMAC=? i
00:08:dc:11:22:33 % MA(‘ address
| Factary Default
AT+NMAC2=7
| Module Version 00:08:dc:11:22:33
[OK]
| Basic Test [
| | 1.1.0.00W)
[0K] > .
F/W version
COM |2 - | ssID
Baud| 115200 - | KET -
IF -
Gateway -
Connection &
- W/ Clear Consolef'hen Script Start] V1 Auta Scroll
MALC L3 Clear Histary | | Clear Console | | Exit
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2. Set up AP in WizFi210 test(TCP Server mode)

->How to test?

A. Open Serial program

Setup A M

I Settings I

Port [ EETE— - |
Baud rate I 115200 j'
Data bits I8 j'

Stop bits I‘I j'
Parity I Naone j'
Flow contral I Naone j'

oK I Cancel |

TR B )
-

File (F) Configure (C) Transfer (T) Help (H)

==
ta Lx

™

Connected 115200, 8-MNone-1, Mone Capture : OFF
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B. Use AT commands to set up AP in WizFi210(TCP Server)

T —
IFile(B Configure (C) Transfer T) Help (H)
ER, =8, @
Tt L X
ToOn] -
BRT&F 3
[OK]
T+WD
[CK]
T+WHM=2
[OK]
T+WAUTH=2
[OK]
T+WWEP1=12345678890
[COK]
T+NDHCP=0
[OK]
T+N5ET=1%2.168.12.1,255.255.255.0,1592.168.12.1
[OK]
T+WA=WizFi2l0
Ip SubNet Gateway
1932.168.12.1: 255.255.255.0: 192.168.12.1
CE]
T+NAUTIC=1,1,,3000
[0K] > | TCP Server setting
TAa:Z
[OK] -
— b
=

Connected | 115200, 8-None-1, None | Capture : OFF |

C. PC connect to AP(WizFi210)

BarEEsl

wiznet 2
EEEEZR

EEEEES
wiznet

szepak

Guest Metwork

WizFi210

= WizFi210
EREE FEEF
WedbeckCancepts EEEEFE: WEP
EEEREE 802.11b
¥P-HKSP SSID: WizFi210

Osprey WiFi

nordic

R EGREEAER T

HABREEZEDRE

FIESRE 1234567890 WEP key1l: 1234567890
(W= comin)
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D. After PC connected to AP(WizFi210), please set PC use static

IP(192.168.12.xxx) and subnet mask(255.255.255.0).

EEIESE

-, EEME.. (WizFi210)
EEEEEER

ERERESE
WizFi210

wiznet

szepak

Guest Network
VedbeckConcepts
YP-HKSP
Osprey WiFi

nordic

HEEENERATL

~

Es2s

T > e “ enananerni a0 rE L ot
WA | =R -
—K
R
Ee) = .
[Pvd SEEREE ] SN L¥ Broadoom 502.11n Network Adapter
Al & esJd A -
IPw6 SEERAE: SR A BEC)
i[ﬂgiﬁﬁ: W_E]fg?l; EEESER FAER ) ©) EENERE TP )
o Pt & Client for Mistosoft Networks © {ERFHIE I ik s):
e 110 Mbpe s S 2R TP fidk @ 182 . 168 . 12 . 100
N gFile and, Printer Sharing for Microsoft Networks - 355 955 955 10
Rt Al = SRR BTN 6 4 (TCRIRS) FREERD) -5
HESHE.| [  ®Emason | . (AR ETWATE SR 4 B (TCRARY) SRBED):
s Linde-Leaver Topology Discovery Mapper I00 Driver
p==:u) i Link-Layer Topology Dissovery Responder E&hETE DN {SIRRSRAHEED
oex— RGN —  Swm — © (B FFI DS FIARSS AL E):
L . ) [ wimeo o e
F= =i 263 1} $ilt _ X
P A R R (TCPAD) « 32T Fi DU {28 )
_ _ AR A © St e R
(@rse ) @FEe) ][ 866 ) - [ RREIREL) D
BEAC) HiH
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E. Ping test:
PCIP:192.168.12.100 - ping 192.168.12.100 -t

C:~Users Mark Yu>ping 172.168.12.180 -t

RLTEAER

time<ims

Eﬁ 192. 168 12 188. i time<ims
192.168.12.188: = time<ims
192.168.12.188: = time<ims

| B 192.168.12.18@: time<ims
=] 192.168.12.188: - time<ims
B 192.168.12.188: {7 time<ims

B 192.168.12.108: time<ins

192.168.12.1088: | time<ims
B 192.168.12.188: {7 time<ims
time<ims

= —

BN C\Windows\system32\cmd.exe - ping 19216812100t & h =

Microsoft Windows [ 6.1.760811
Copyright ¢c) 200? Microsoft Corporation.

A1l rights reserved.

TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128

AP IP: 192.168.12.1-> ping 192.168.12.1 -t

192.
192
192

192
192
192
192
192

168.12.

.168.12.
.168.12.
192.168.12.1:
172.168.12.1:
168,12,
168,12,
168,12,
.168.12.
.168.12.

C-sllzerssMark Yulping 192_.168.12.1 —t

ng 192.168.12.1 (fififH 32 {u

i
1:
1=

i:
i:
i:
i:
i:=

B Ch\Windows\system32hemd.exe - ping 192168121 ¢ - .. =

TTL=255%

s TIL=25%

TTL=255%
TTL=255%
TTL=255%
TTL=255%
TTL=255%
TTL=255
TTL=255
TTL=255%

Copyright © 2011 WIZnet H.K. Ltd. All rights reserved.




F. Open TCP Client test program and connect to 192.168.12.1(AP’s IP) by

using port number 3000.

[ == (B g (W]t m g ]

TEA key
1:{01020304 3 |03040B0C

2 |0506070G  4: [ODOEOFD

Authorization code

| 2l

— PortStare test
[~ NWT disable

Received test data

[~ Rediect to UDF

~ Send

]
[l ™ HEX  Send | H I.Ug roup
I I— HE®  Cerd | vww, HN-group.com

Hercules SETUP atility

(£5 Hercules SETUP utility by HW-group.co

UDP Setup | Serial  TCP Client | TCP Server | UDP | Test Mode | About |

Received/Sent data

I [T HEX  Send | Version 3.2 4

— ———
Hercules SETUP utility by HW-group.col ;E Ll
UDP Setup | Serial TCF Server | UDP | Test Mode | About | |
Received/Sent data TP
Module IP Part
|192168.121 {2000
Fing | A Connect |

[ ———)

—TCP
Connecting to 192.168.12.1
Part
Connected to 192.168.12.1 izl o
[192188.121 f3000
Ping | X Disconnectl

- TE& authorizatio
TEA key

1:{01020304 3 |090A0BOC
2:|05060702  4: |ODCEOF10

Authorization code

| 8

— PortStore test
[~ WWT disable

Received test data |

[~ Rediect to UDP

 Send

|
[t [~ HEX  Send | H I.Ugrn up
I I— HE3 Send | wwrw.HU-group.com

Hercules SETUP utility

I [7 HEX  Send | Version 3.2.4
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G. Serial to WiFi and WiFi to Serial test:

& rini Term . Hercules SETUP utility by HW-group.com
File () Configure (O) Transfer (T) Help (H) || UDP Setup | Serisl  TCP Clent | TcP Sever | UDP | TestMade | About |
(== Received/Sent data TP
T LY Connecting to 192.168.12.1 ... Moduls IP Part

2.168.12.1
rer oHELLO I : : 192.168.12.1 3000

BRT&F

[OX] Ping | X Disconnect
LT+WD

[OXK] [ TE& authorizatio

L T+WM=2

TEA key
[CK]

ART+WAUTH=2 1:|01020304  3: |03040BOC
[OK] 2:|0S060708  4: |ODOECOF10

LT+WWEP1=1234567890
[0K] Authorization code
ILT+NDHCF=0 l—
[CX] &I

LT+NSET=192.168.12.1,255.255.255.0,192.168.12.1

(oK) PortStare test
AT+WA=WizFi210 [ NWT disable
ip SublNet Gateway Received test data
192.168.12.1: 255.255.255.0: 192.168.12.1
[OK]
L T+NAUTO=1,1,,3000 [~ Redirect ta UIDP
[OK]

LTLZ2

[~ HEX Send H I.Um
I HEX  Send v HU-group.com

Hercules SETUP wtility

ICmnnected | 115200, 8-None-1. None | Capture : OFF [” HEX  Send Version 3.2.4
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3. Set up AP in WizFi210 test(TCP Client mode)

->How to test?

A. Open Serial program
Setup ‘ u

I Settings I

Part Im 'l
Baud rate I 115200 j'
Data bits I8 j'
Stop bits I‘I j'
Parity I None j'
Flow contral I Naone j'

oK I Cancel |

| Mini Term
| File () Configure (C) Transfer (T) Help (H)

2 |

=]
& B

< D »

Connected 115200, 8-None-1, None Capture - OFF @ Rx@ T
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B. Use AT commands to set up AP in WizFi210(TCP Client)

ﬂl Mini Term
File (F) Configure (C) Transfer (T} Help (H)

EX I,
td L X

B

[CK]
ATz F

[CK]

LT +WD

[CK]

LT +WM=2

[CK]

LT+WAUTH=2

[CK]
LT+WWEP1=1234567890
[CK]

LT+HDHCPE=0

[CK]
LT+HSET=192.168.12.1,255.255.,255.0,1982.168.12.1
[CK]

AT+WA=WizFi2l0

IP SubNet Gateway

122.168.12.1: 255.255.255.0: 182.1s8.12.1

CK]

AT+HNAUTC=0,1,192.168.12.100,3000 ;
[CK]

TCP Client setting

< [ »

Connected | 115200, 8-None-1, Mane | Capture : OFF @RX@TX

C. PC connect to AP(WizFi210)

BarEEl

wiznet 2

EEEETE
EEEREES
wiznet
szepak
Guest Network

WizFi210

Osprey WiFi L
EREES
WedbeckConcepts T EHFE: WEP
EETHEI 802.11b
Y¥P-HKSP SSID: WizFi210

nordic

BEEBTERAT L

HABREEZEDRE

FZEZRO: 1234567890 WEP key1: 1234567890

CEE=TH
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D. After PC connected to AP(WizFi210), please set PC use static
IP(192.168.12.100)(Server IP) and subnet mask(255.255.255.0).

EEIESE

-, EEME.. (WizFi210)
EEEEEER

EEERES -

WizFi210

EfEEs ﬁ!ﬂ

wiznet

szepak

Guest Network
VedbeckConcepts
YP-HKSP

Osprey WiFi
nordic

HEEENERATL

" EeEpEs vE

e — “ enananerni a0 rE L ot
FEThRE | &R —
—k%
EERAF:
B L Broadeom 202.11n Network Adapter ]
[Pvd SEERHE T SRR = |
[P 3EERHE T SRR TR ERAE(C)
i[ﬂgiﬁﬁ: W_E]fg?l; EEESER FAER ) ©) EENERE TP )
- Pt 7 Clientfor Misrosnft Networks © (BFFRIE P k)
e 110 Mbpe gQas HEHHZER TP Ak @: 192,168 . 12 . 100
N o File and Printer Sharing for Microsoft Networks -
Bl AN ﬂ!ﬁ . —Ffﬂﬁ?_a@. 355 355355, 0
HESHE.| [  ®Emason | . (AR ETWATE SR 4 B (TCRARY) SRBED):
. Link-Layer Topology Discovery Mapper IA0 Driver
p==:u) i Link-Layer Topology Dissovery Responder E&hETE DN {SIRRSRAHEED
ez B —  Bwm — © [EF A DS fFIER ST (B):
>l [ =8m.. | [ W80 P9 DHS (RS E)
s 63 1] il _ :
' PR A B AR R (TCRD) 52T Fi DU {28 )
_ _ IRH B Rk AE » ST RIS R
(@rse ) @FEe) ][ 866 ) - (S RERBIEL) D
RABALC) A
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E. Ping test:
PCIP:192.168.12.100 - ping 192.168.12.100 -t

C:~Users Mark Yu>ping 172.168.12.180 -t

RLTEAER

time<ims

Eﬁ 192. 168 12 188. i time<ims
192.168.12.188: = time<ims
192.168.12.188: = time<ims

| B 192.168.12.18@: time<ims
=] 192.168.12.188: - time<ims
B 192.168.12.188: {7 time<ims

B 192.168.12.108: time<ins

192.168.12.1088: | time<ims
B 192.168.12.188: {7 time<ims
time<ims

= —

BN C\Windows\system32\cmd.exe - ping 19216812100t & h =

Microsoft Windows [ 6.1.760811
Copyright ¢c) 200? Microsoft Corporation.

A1l rights reserved.

TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128

AP IP: 192.168.12.1-> ping 192.168.12.1 -t

192.
192
192

192
192
192
192
192

168.12.

.168.12.
.168.12.
192.168.12.1:
172.168.12.1:
168,12,
168,12,
168,12,
.168.12.
.168.12.

C-sllzerssMark Yulping 192_.168.12.1 —t

ng 192.168.12.1 (fififH 32 {u

i
1:
1=

i:
i:
i:
i:
i:=

B Ch\Windows\system32hemd.exe - ping 192168121 ¢ - .. =

TTL=255%

s TIL=25%

TTL=255%
TTL=255%
TTL=255%
TTL=255%
TTL=255%
TTL=255
TTL=255
TTL=255%
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F. Open TCP Server test program and Listen port number 3000.

8% Hercules SETUP utility by HW-group.com

UDP Setup | Serial
Feceived data

TCP Ciient| TCP Server | UDP | Test Mode | about |

EEREENTX

Sent data

 Server status
Port

|3DDD b Listen |

— TE& autharization
— TEA key

1:{01020304 3 [D3040BOC
2. |0SDE0705 4 [ODOEOF1D

[~ Client authorization

r— Client connection status

Clients count: 0

[T HEX  Send |

HWarous

r— Cursor decode
HE Decimal Decader Input

Server settings
[~ Serverecho
[~ Redirect ta ULDP

vuu. HW-group.com
Hercules SETUP atility
Verzsion 3.2.4

J— - — ™
Hercules SETUP utility by HW-group.com Iglﬂu

|| UDP Setup | Serisl | TCP Client  TCP Server | UDP | Test Mode | About |

Received data

Sent data

— Server status

Pt
ISUDD x Cloge |
FEtraE oS

TEA key

1:|01020304 3 |DS0ADBOC

205060708 4 [ODOECFTD

[~ Cliert authaorization

r— Client connection status

Clients count; 0

~ Send

[T HEX  Send |

HWsroup

r— Curzor decode

HE* Decirmal Decoder Input

Server zettings
[~ Server echo
[~ Redirect to LDF

vuw.HW-group.com
Hercules SETUP stility
Version 3.2.4
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G. Use AT commands “ATA2” to connect to Server(PC)

W S SN )
File (B} Configure (C) Transfer ) Help (H)
Lh Y
| t& Lx i
[COK]
BTEF
[OK]
LT+WD
[OK]
AT +WM=2
[OK]
LT+WAUTH=2
[CK]
LT+WWEP1=1234567890
[CK]
LT+HNDHCE=0
[CK]
LT+N5ET=192.168.12.1,255.255.255.0,1%82.1ae8.12.1
[CK]
AT+WA=WizFi21l0
IP SubNet Gateway
192.188.12.1: 255.255.255.0: 182.168.12.1
[CK]
AT+NAUTC=0,1,192.168.12.100,3000
LTRZ
[CK]
[4]id 2
Connected | 115200, 8-MNone-1, Mone | Capture : OFF | @RXQTX
= — e
B% Hercules SETUP utility by HW-group.com EEL

| UDP Setup | Serial | TCP Client  TCP Server | UDP | Test Mode | About |
| Received data

— Server statuz

Part

IW X Clozse |

Sent data

— TEA authonzation

TEA key
1:{01020304  3;|090A0BOC
2:|05050708 4 |ODOEOF10

[ Client authorization

— Client connection status

10:45:34 Ak: 192168121 Client o

0

Clients count;

— Send

[T HEX  Send |

HWarous

Server zettings
[~ Server echo

[~ Rediect ta UDP

— Cursor decode
HEX Decimal

Decoder [nput

vy, HUW-group.con

Hercules SETUP stility
Yersion 3.2 4
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H. Serial to WiFi and WiFi to Serial test:

- .
& rini Term

%% Hercules Sk UV utility by HW-group.co

| L1
File (F) Configure (C) Transfer (T) Help (H) — bl Clint TP Server |UDP I Test MUdEI About I I
Received data -
@ . MELLO Server status
T L X Fart
[CR1 3000 X Close |
RT&F
[OK] [ TEA autharization ———————
AT+WD i —
[OK]
BT +HM=2 1:/01020304 3 |090A0BOC
[CE] 2.|05080708 4 |ODODEQOFI0
BRT+WAUTH=2
[CE] Sent data [~ Client authorization
ILT+WWEP1=1234567E880 hello|
[OK] ~ Client connection status
pI-NDACE=0 104530 A, 192168121 Clent o
[CK]
RT+N3ET=192.168.12.1,255.255.255.0,1%92.168.12.1
[CK]
AT+WA=WizFi210
IPp SubNet Gateway
192.168.12.1: 255.255.255.0: 192.188.12.1
[OK] .
A T+NAUTOC=0,1,192.168.12.100,3000 Clients count:
[CK] Send
RTRLZ
hello HE® I
ok (l . &I\ HWsw e
r slle  Cursor decode Serverseftings ————— | _wuwHU group.com
HEX Decimal Decoder Input [~ Server echa Hercules SETUP utility
Connected | 115200, 8-None-1, None Capture : OFF IltF I?EI [ Redirect to UDP Version 3.2.4

Copyright © 2011 WIZnet H.K. Ltd. All rights reserved.



